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Averaging more than 15 years of experience in the healthcare industry, our consultants have worked 
in a variety of management positions within commercial and government payer organizations, so we 
understand your challenges first-hand —including competitive pressures, organizational obstacles, and 
limited resources.

Findings
Bringing in a third party to conduct the security assessment 
allowed the client to realize several benefits. The Change 
Healthcare Consulting team was able to give unbiased advice, 
highlighting security risks and supplying the center with the 
justification it needed to invest in rapidly maturing its program.  
The project team helped the client understand that its siloed 
departments resulted in limited program visibility—a major 
hindrance for an effective security program. In addition, the 
trauma center’s previous parent company would not provide 
security information in a timely fashion. By the time the center 
received the data, it was no longer relevant. The Change 
Healthcare consultants identified these challenges and 
recommended alternative options to mitigate or eliminate risk.

Recommendations 
The Change Healthcare team made several key findings during 
the readiness assessment. Change Healthcare recommended the 
client utilize the NIST Cybersecurity Framework (CSF) to establish 
cybersecurity governance and business planning. The team also 
advised the center to create a BCDR program to provide visibility 
into its downtime risk tolerance in case of a disaster. Additional 
recommendations included completing a list of IT security 
inventory, implementing BCDR testing, and applying consistent 
security controls across all technology platforms. 

Results
After the Change 
Healthcare Consulting 
engagement, the 
client successfully 
incorporated the team’s 
recommendations into 
its IT security roadmap. 
The client immediately 
implemented the quick 
wins identified by our 
consultants to kick-
start the new program. 
The team’s additional 
recommendations, 
intended to situate the 
client for long-term 
strategic growth, were 
included in the 3- to 5-year 
roadmap. The Consulting 
team was able to leave 
the client in a position to 
build an effective, more 
compliant, and most 
importantly, valuable 
security program.
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Inspiring a Better Healthcare System

Case Overview
After a recent divestiture, a Midwestern academic Level 1 Trauma Center had 18 months to develop its own 
security program and transition away from the parent organization’s established security program. In less 
than a month, the Change Healthcare Consulting team conducted a quick assessment of the center’s current 
capabilities, identifying blind spots. The team provided recommendations for a long-term roadmap to reduce 
the center’s overall information security risk. Change Healthcare also assessed the enterprise’s current 
Business Continuity and Disaster Recovery (BCDR) capabilities to determine its overall readiness in the event 
of a disaster, disruption, or IT security event. 


